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AHHOTauua

Genetic data is a highly specific type of personal data, being inalterable, inherent-
ly family-like, capable of being used to predict future health states, and incapable
of being completely anonymized. With the growing strides India is making towards
its genomic goals defined under the Genome India project and the general push
for precision medicine, the current legal architecture to regulate genomic data
has become a pressing constitutional, statutory, and ethical concern. This arti-
cle engages in a doctrinal analysis and comparative legal analysis of the existing
regulatory framework of genomicdatain India, namely the Justice K.S. Puttaswamy
(Retd.) v Union of India (2017) case, the Digital Personal Data Protection Act, 2023,
the Digital Personal Data Protection Rules, 2025, and the Indian Council of Medical
Research (ICMR) National Ethical Guidelines, 2017.

The analysis places India’s framework in a comparative perspective, which is based
on the General Data Protection Regulation of the European Union, the Genet-
ic Information Nondiscrimination Act of the United States, as well as institution-
al governance models of the United Kingdom Biobank and Genomics England.
The study points out six key regulatory gaps in the Indian regulatory landscape:
the absence of a sui generis special category for genetic data, the absence of an ad-
equate informed consent architecture suitable for longitudinal genomic research,
the lack of statutory storage and retention limits, the lack of an anti-genetic dis-
crimination statute, structural vulnerabilities in cross-border data transfer gover-
nance, and the total absence of any statutory frameworks for Al-driven predictive
genomics. The article concludes with evidence-based recommendations for the en-
actment of a dedicated Cenetic Data Protection Act, a Genetic Non-Discrimination
Act, and a National Genomic Data Regulatory Authority.
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leHeTnueckaa KOHPUAEHLUMANIBHOCTDb
M 3amTa AaHHbIX B UHAMK: HOBbIE NPaBOBbIE BbI3OBbI
B 3M0OXY FreHOMHbIX UCC/1Ie40BaHUMN

Hutew Mexpa®?™
"HOpuaunueckas dupma NMA, Heto-Lenu, NHans
2 Accoumaumm agBokatos Beicokoro cyaa Jenu, Hoto-Aenn, UHans

AHHOTaumMa

[eHeTHUueckme AaHHbIe NPeACTaBASOT COBOM 0COBbIN TUM NEPCOHAbHBIX AaHHbIX, MO-
CKOMIbKY OHW HemM3MeHseMbl, HOCAT MO CBOeW NPUPOAE «CEMENHbIR» XapakTep, MOryT
MCMOMbL30BATLCS A5l NPOrHO3MPOBaHMS ByayLIEro COCTOSHMA 30POBbs U HE MOTyT
ObITb MONMHOCTbI0 AHOHUMM3MPOBAHbI. B YC/I0BMAX 3HAUNTEILHOIO NPOrpecca, KOTOPoro
NHAnS nocTvraet B peannsalmm CBOUX reHOMHbIX Liefei B pamkax npoekta Genome
India, a Takxe pasBUTWS NEPCOHAN3MPOBAHHON MEANLMHbI, CYLLECTBYOLLas NpaBo-
Bas apXxMTeKTypa perynnpoBaHns reHOMHbIX AaHHbIX CTAHOBUTCS akTyalbHOM KOHCTH-
TYLIMOHHOW, 3aKOHOAATENbHON W 3ThYeckon npobnemoi. B ctaTbe NpoBOANTCS A0K-
TPUHAbHBIA 1 CPABHUTENBHO-NPABOBON aHaN3 AeNCTBYIOLLE HOPMATUBHOM 6a3bi
perynmpoBaHuns reHOMHbIX AaHHbIX B IHAWM, @ UMEHHO: pelleHns no aeny Justice
K.S. Puttaswamy (Retd.) v Union of India (2017), 3akoHa 0 3aiwmTe undpoBbiX Nepco-
Ha/bHbIX AaHHbIX 2023 T. (Digital Personal Data Protection Act, DPDP, 2023), Mpaswun
K 3aKOHyY O 3alluTe UMPPOBbIX NepCcoHabHbIX AaHHbIX 2025 1. (Digital Personal Data
Protection Rules, DPDPR, 2025), a Takxe HaunoHaabHbIX STUUECKMUX PYKOBOAALLNX
NpuHLMNOB VIHAMIACKOrO coBeTa MeAnUMHCKMX nccneaosarmii (ICMR) 2017 1.

Mpw CpaBHEHWUM MHAMIACKOR NPaBOBO CUCTEMbI aBTOp onupaetcs Ha O6Luuin perna-
MeHT Mo 3aluTe AaHHbX EBponeiickoro cotosa (GDPR), 3akoH CLUA o Heamnckpumm-
Hauum reHeTnueckon uHpopmaumnn (Genetic Information Nondiscrimination Act,
GINA), a Takxe MHCTUTYUMOHaNbHbIE MOAENN yrpaBaeHns, Takmne kak UK Biobank
n Genomics England. B nccienoBaHum BbIABAAIOTCA WECTb KAOUYEBbIX NPOOE/OB B UH-
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OVMIACKOM PEryinMpoBaHmnm: OTCYTCTBME 0COBOM KaTeropwn sui generis ans reHetmye-
CKMX L@aHHBIX, HELOCTATOYHOCTb MOLENN MHPOPMUPOBAHHOMO COMACKS, HE NPUCO-
COBNEHHON A5 OATOCPOUHbBIX FEHOMHbIX MCCEN0BAHMIA, OTCYTCTBUE YCTaHOBNEHHbIX
32KOHOM CPOKOB XPaHeHWus W yAaneHus AaHHbIX, OTCYTCTBME 3aKOHA O HEeLoMyCTU-
MOCTW FeHETUYECKOW ANCKPUMUHALLUW, CTPYKTYPHbIE YSI3BUMOCTW B peryinpoBaHum
TPaHCrpaHWUHOM Nepeaayun AaHHbIX, a Takxe MoNHOe OTCYTCTBME HOPMATWMBHOM 6a3bl
IN15 NPEANKTUBHOW reHOMUKM, OCHOBAHHOM Ha UCKYCCTBEHHOM WHTENNeKTe. B 3aktoue-
HWe NPeANAraloTCsl OCHOBaHHbIE Ha 3MMMPUYECKIMX LaHHBIX PEKOMEHAALMM MO NPUHATUIO
creLyanbHoro 3akoHa O 3alluTe reHeTUUECKMX LAHHBbIX, 3aKoHa O HEAUCKPUMUHALMN
N0 reHeTNYeCKOMy NpU3HaKY W Co3a4aHusa HalyoHa bHOro perynatopa reHoMHbIX AaHHbIX.

KntoueBble coBa: reHeTnueckme AaHHble, 3aliMTa AaHHbIX, KOHGUAEHUWANLHOCTD, reHeTuYeckas Anuc-

KpMMUHaLua, nHbopmupoBaHHoe cornacue, ViHaus
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Introduction

Theexponential developmentof genomicsis
one of the main drivers behind the revolution-
ary changes that modern medicine, biotech,
and biomedical research have undergone
in the recent past. New approaches to ge-
nome analysis, such as high-throughput DNA
sequencing, genome-wide association studies,
precision medicine, and genetic editing tech-
niques, lie behind significant research progress
in understanding the role of genetics in both
health and diseases (Tabor et al., 2011; Knop-
pers et al,, 2014). Moreover, when considering
the ever-growing availability and decreasing
costs of genetic technology, it becomes clear
that the utilization of genetic information has
become vital for diagnosis, medicine, public
health, and biomedical research.

As the application of genomic technolo-
gies to healthcare and biomedical research

becomes more widespread, there is an un-
precedented need for the collection, pro-
cessing, analysis, storage, and use of genetic
information in scientific research. While
such developments are expected to contrib-
ute to scientific and medical breakthroughs
in disease prevention and treatments, multi-
ple legal and ethical concerns are associated
with the governance and regulation of genet-
ic information (Knoppers et al., 2014; Phillips
etal., 2027).

An additional complexity arises from
the inherently familial nature of genetic in-
formation (UNESCO, 2003). For example, dis-
closure of genetic data by an individual may
inadvertently reveal biological information
regarding relatives who have neither under-
gone genetic testing nor consented to dis-
closure of such information. Issues of genetic
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privacy thus extend beyond individual au-
tonomy to raise broader concerns regarding
familial privacy, collective interests, and in-
tergenerational rights. Unauthorized access
to or misuse of genetic information may pro-
duce consequences that affect entire family
networks (Erlich et al., 2018).

Meanwhile the increasing commercial-
ization of genetic information has further
complicated these concerns, creating new
tensions between making scientific discov-
eries, advancing economic interests, and pro-
tecting individual rights. In response some
countries have created laws and regulations
to control the collection, processing, and use
of genetic information. Laws such as The Eu-
ropean Union’s General Data Protection Regu-
lation (GDPR)' and The United States Ge-
netic Information Nondiscrimination Act
(GINA)? confirms the recognition on the part
of many countries that genetic data needs
special legal protection due to its uniquely
sensitive nature.

In India, concerns relating to genetic pri-
vacy have gained renewed significance fol-
lowing the case of Justice K.S. Puttaswamy
v. Union of India, in which privacy was recog-
nized as a fundamental right. The Supreme
Court further emphasized that individual
autonomy provides an essential foundation
for contemporary data protection discourse
(Justice K.S. Puttaswamy (Retd) v. Union
of India, 2017). Recently India enacted a law
called the Digital Personal Data Protection
Act, 2023%. While this is a significant step

towards regulating and protecting person-
al data, it remains unclear whether these
rules are adequate for the special challenges
of genetic and genomic information. Unlike
some countries, India does not have a spe-
cial set of normative rules aimed specifically
at ensuring genetic privacy, preventing ge-
netic discrimination, and governing the use
of genomic databases.

In terms of substantial literature con-
cerning privacy, bioethics, and data protec
tion, limited scholarly attention has been
devoted to the Indian legal context (Solove,
2006). The majority of scholars fail to address
the legal issues that arise in connection with
genetic technologies. This gap is particularly
essential in the light of the rapid expansion
of genomic research initiatives and cross-bor-
der data flows.

The present work examines whether
the current legal framework is adequate
to regulate and protect genetic information.
The article also highlights challenges related
to informed consent, genetic discrimination,
and data governance through a comparative
analysis of foreign legal approaches. Genetic
information represents a unique category
of personal data requiring a dedicated regu-
latory framework capable of supporting
scientific progress while protecting privacy,
autonomy, and human dignity.

Research Objectives
The specific objectives of this study are as
follows:

' Regulation (EU) 2016/679, the General Data Protection Regulation (GDPR). EUR-Lex. Available at:
https://eur-lex.europa.eu/EN/legal-content/summary/general-data-protection-regulation-gdpr.html

2 The Genetic Information Nondiscrimination Act of 2008. Available at: https://www.govinfo.gov/content/pkg/

PLAW-110publ233/html/PLAW-110publ233.htm

*The Digital Personal Data Protection Act, 2023, No. 22 of 2023. (2023, August 11). Gazette of India, pt. Il,
sec. 1 Available at: https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6f baf8fef3se82c42aas.pdf
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1. To examine the nature and signifi-
cance of genetic data and assess the extent
to which its unique characteristics necessi-
tate enhanced legal protection beyond that
afforded to conventional forms of personal
information.

2. To critically examine the existing legal
and regulatory framework governing genetic
informationinIndia, with particular reference
to constitutional privacy protections, the Dig-
ital Personal Data Protection Act, 2023, and
relevant biomedical research guidelines.

3. To identify and analyze the principal
legal and ethical challenges arising from
the collection, storage, processing, and dis-
semination of genetic information, with
particular emphasis on privacy, informed
consent, data security, and the risk of genetic
discrimination.

4 To comparatively examine international
legal and regulatory approaches to the gover-
nance and protection of genetic information,
with particular reference to the European Union,
the United States, and the United Kingdom.

5. To critically assess the extent to which
the current Indian legal and regulatory
framework effectively responds to the dis-
tinctive privacy, governance, and ethical chal-
lenges posed by developments in genomic
research and emerging genetic technologies.

6. To develop evidence-based legal and
policy recommendations for strengthening
the governance and protection of genetic in-
formation while fostering responsible scien-
tificinnovation, strengthening biomedical re-
search, and pursuing public health objectives.

Literature Review

Genetic data has become one of the most
valuable forms of personal information
in the modern digital age. Unlike ordinary

personal or medical data, genetic informa-
tion is persistent, unique to every individu-
al, and capable of revealing sensitive details
about a person’s health, ancestry, and bi-
ological relationships. The increasing use
of genome sequencing, genetic testing, and
biotechnology research has created new op-
portunities in healthcare and scientific devel-
opment. However, it has also raised serious
concerns regarding privacy, consent, discrim-
ination, and misuse of data.

Cenetic information differs fundamen-
tally from other categories of personal data.
A substantial body of scholarship emphasizes
that genetic information possesses charac-
teristics that distinguish it from other cate-
gories of personal data. Unlike conventional
health records, genomic data are permanent,
uniquely identifiable, predictive, and inher-
ently relational, revealing information not
only about the individual but also about bi-
ologically related family members (Knoppers
et al,, 2014; Phillips et al., 2021). Because ge-
netic variants remain stable throughout life
and may generate new clinically relevant
information as scientific knowledge evolves,
scholars argue that traditional data protec-
tion principles require adaptation when ap-
plied to genomicinformation (Kaye, 2012).

Genetic Data as a Permanent
Biological Identifier

Researchers highlight the fact that genetic
information functions as a permanent bio-
logical fingerprint. Unlike health records that
can change over time, DNA remains largely
unchanged throughout a person’s life. Con-
sequently, a breach of genetic data can af-
fect not only the individual concerned, but
also family members and future generations.
Such disclosures may reveal hereditary dis-
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eases, genetic disorders, and other biological
characteristics that individuals may prefer
to keep private.

Development of Genetic Data
Protection in India

Historically, India has not possessed a com-
prehensive legal framework specifically aimed
at governing genetic data. The protection
of such information was instead primarily de-
rived from the Information Technology Rules,
2011, and ethical guidelines issued by the Indi-
an Council of Medical Research (ICMR). While
these instruments provide basic safeguards,
they have proven insufficient to address
the complexities associated with genomic re-
search and large-scale data collection initia-
tives such as the Genome India Project.

The enactment of the Digital Personal Data
Protection Act, 2023 (DPDP Act) represents
a significant development in India’s privacy
regime. The Act requires free, informed, and
specific consent before processing person-
al data and places certain obligations upon
data fiduciaries to use information only for
authorized purposes. This framework pro-
vides a foundation for regulating genetic in-
formation collected by hospitals, biobanks,
research institutions, and direct-to-consum-
er genetic testing companies.

Legal scholars increasingly conceptualize
genetic privacy as extending beyond conven-
tional informational privacy. Solove (2006)
argues that privacy cannot be understood
solely through secrecy but should also en-
compass control over personal information
and protection against inappropriate use.
Building upon this approach, genomic priva-
cy has been described as involving informa-
tional autonomy, bodily integrity, decisional
freedom, and protection against misuse
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of biological identity (Dove et al., 2022; Phil-
lipsetal, 2027).

Challenges of Genetic Data Anonymization

A major theme in the contemporary litera-
ture emerges in terms of the challenge of an-
onymizing genetic data. Scholars argue that
complete anonymization of genomic infor-
mation is practically impossible. Even when
names and personal identifiers are removed,
genetic sequences can often be linked back
to individuals through publicly available da-
tabases, genealogical records, or other data-
sets. This creates significant risks of re-iden-
tification and highlights the limitations
of traditional privacy protection methods.

Although anonymization has traditionally
been regarded as an important privacy safe-
guard, numerous studies have demonstrat-
ed that complete de-identification of genom-
ic information is extremely difficult. Gymrek
et al. (2013) showed that supposedly anony-
mous genomic datasets could be re-identi-
fied by combining publicly available genetic
and genealogical information. Subsequent
studies confirmed that advances in com-
putational methods continue to increase
re-identification risks despite technical an-
onymization measures (Erlich, Narayanan,
2014; Naveed et al., 2015).

Genetic Discrimination and Legal Gaps
Several studies point out that India lacks
a dedicated law prohibiting genetic discrimi-
nation. In countries such as the United States,
legislation like the GCenetic Information
Non-discrimination Act (GINA) prevents em-
ployers and insurance companies from using
genetic information to discriminate against
individuals. By contrast, India currently relies
on constitutional principles and judicial in-
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terpretations rather than specific legislation
to address such concerns.

Genetic discrimination has become anoth-
er important topic in contemporary schol-
arship. Existing studies demonstrate that
genetic information may influence decisions
concerning employment, insurance, educa-
tion, and access to healthcare even in the ab-
sence of manifested disease (Joly etal., 2020).
Although legal instruments such as the Unit-
ed States Genetic Information Nondiscrimi-
nation Act (CINA) address some of these
concerns, scholars continue to debate the ad-
equacy of existing legal protections in light
of expanding genomic technologies.

Community-Level Privacy Concerns

India’s social structure presents unique
challenges in genetic research. Many com-
munities are endogamous, meaning that ge-
netic characteristics are concentrated within
specific groups. As such, research findings
concerning one individual may indirectly re-
veal information about an entire community.
Arguing that traditional individual consent
models are insufficient, scholars therefore ad-
vocate the inclusion of community-level pro-
tections in genetic governance frameworks.

Although the existing literature has ex-
tensively examined genetic privacy, genomic
governance, informed consent, and com-
parative regulatory approaches, relatively
limited attention has been devoted to the in-
teraction between India’s constitutional pri-
vacy jurisprudence, the Digital Personal Data
Protection Act, 2023, and emerging genom-
ic governance initiatives. Existing studies
generally examine these issues separately,
whereas little research integrates constitu-
tional law, data protection, biomedical ethics,
and comparative legal analysis into a unified

regulatory framework. The present study
addresses this gap by examining whether
India's existing legal framework adequately
protects genetic information in light of inter-
national regulatory developments.

Methodology

The present study utilizes a doctrinal, com-
parative legal analysis methodology to ex-
amine the global and domestic regulatory
frameworks governing human genetic data.
The research is executed in three integrat-
ed phases, beginning with an international
mapping of diverse governance models. This
phasetracks the evolution of softlaw through
successive  UNESCO instruments, evalua-
tes the European Union’s GDPR, assesses
the anti-discrimination focus of the United
States’ GINA, and analyzes the governance
frameworks utilized by the UK Biobank and
Genomics England.

The second phase transitions to a localized,
doctrinal appraisal of India's fragmented re-
gulatory landscape. The constitutional evolu-
tion of informational autonomy and bodily in-
tegrity is considered under Article 21 following
the Justice K.S. Puttaswamy (2017) landmark
ruling. In addition, the statutory reach and
limitations of the Digital Personal Data Pro-
tection (DPDP) Act, 2023, are evaluated along
with the non-statutory guidelines issued by
the ICMR and the Genome India Project.

The final research phase synthesizes these
comparative legal traditions against a broad-
er socio-technical backdrop. Contrasting
the consent-centric design of the DPDP Act
with Russia’s Federal Laws No. 24-FZ and
No. 152-FZ, the study exposes a shared legis-
lative gap where state sovereignty is priori-
tized over individual protections against ge-
netic discrimination. The methodology also
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evaluates how Privacy-Enhancing Technolo-
gies (PETs), including Federated Learning,
differential privacy, and secure multi-par-
ty computation, can facilitate international
data sharing while balancing national sover-
eignty with collaborative innovation.

Legal Framework

Genetic information regulation in India
at present can be interpreted through
the prism of constitutional considerations,
data protection laws, and medical guidelines
on a specific sector. In the absence of a spe-
cific legal mechanism regulating genetic data
and ensuring its privacy in India, there are
several legal and regulatory measures that
provide certain protections for such data.
These include constitutional right to privacy,
Digital Personal Data Protection Act, 2023,
and ethical guidelines on biomedical and
genetic research®. Taken together these form
the foundation on which genetic information
in India is governed, collected, processed, and
protected. This part of the article will focus
on the analysis of these relevant constitution-
al, statutory, and biomedical legal or regulato-
ry regimes with regard to genetic information.

Constitutional Dimensions of Genetic
Privacy and Informational Autonomy

When considered as a constitutional right,
genetic privacy in India should be discussed

in relation to privacy jurisprudence that has
evolved based on Article 21 of the Indian
Constitution. Although there are no explicit
constitutional provisions protecting genetic
information as an individual category of data
protected by the constitution, the concepts
of privacy, dignity, autonomy, and the right
to control information play an important role
in its protection (e.g. Justice K.S. Puttaswamy
(Retd.) v. Union of India>). Privacy jurisprudence
in India shows how the scope of privacy pro-
tections provided by the constitution has ex-
panded over time through judicial decisions
that protect the right of citizens against any
unnecessary intrusions into their personal
lives. It is within precisely this context that
the discussion on the constitutional founda-
tions of privacy becomes crucial.

Evolution of the Right to Privacy in India
Early cases like Kharak Singh v. State of Uttar
Pradesh (1962)° and Gobind v. State of Madhya
Pradesh (1975)" paved the way for the emer-
gence of the jurisprudence of privacy by reco-
gnizing that certain parts of a citizen’s life
should be protected against unnecessary
state intervention. Later on, in R. Rajagopal
v. State of Tamil Nadu (1994)%, the Apex Court
held that an individual had a fundamental
right to protect his or her personal informa-
tion from publication, thus establishing infor-
mational privacy as an essential part of per-

*Indian Council of Medical Research. (2017). National Ethical Guidelines for Biomedical and Health Research
Involving Human Participants. Available at: https://www.icmr.gov.in/icmrobject/custom_data/pdf/resource-

guidelines/ICMR_Ethical_Guidelines_2017.pdf

° Justice K.S. Puttaswamy (Retd.) V. Union of India (2017). Available at: https:/recordoflaw.in/justice-k-s-

puttaswamy-retd-v-union-of-india-2017/

¢ Kharak Singh v. State of Uttar Pradesh (1962). Available at: https://recordoflaw.in/kharak-singh-v-state-of-uttar-

pradesh-1962/

"Gobind v. State of Madhya Pradesh (1975). Available at: https://bnblegal.com/landmark/govind-v-state-madhya-

pradesh-anr/

8R. Rajagopal v. State of Tamil Nadu (1994). Available at: https://recordoflaw.in/r-rajagopal-ors-v-state-of-tamil-nadu-ors/
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sonal liberty. In the same vein, People’s Union
for Civil Liberties v. Union of India (1997)°, which
considered the issue of telephone tapping,
reiterated that any monitoring and intercep-
tion of an individual’s personal communica-
tion had to meet constitutional guarantees.
All of these cases have helped establish pri-
vacy as an emerging constitutional principle
tied to personal dignity and liberty (Chatter-
jee, NS, 2022). Nevertheless, the exact status
of the right to privacy under the Constitution
remained unclear prior to the landmark case
of Justice K.S. Puttaswamy (Retd.) v. Union of In-
dia (2017).

Justice K.S. Puttaswamy and the Constitu-
tionalization of Informational Privacy

The Supreme Court conclusively set-
tled the constitutional position of privacy
in the case of Justice K.S. Puttaswamy (Retd.)
v. Union of India (2017), where a nine-judge
bench ruled unanimously that privacy was
a fundamental right provided under Part
Il of the Constitution. In particular, privacy
was established as an inseparable constitu-
ent part of the concept of “life” and “personal
liberty” outlined in Article 21, as a fundamen-
tal aspect of individual autonomy. It is signi-
ficant to note that, according to this decision,
informational privacy was officially regarded
as an independent constitutional value. As
such, people are expected to manage their
own personal data with care.

Technological developments, along with
the digitization of people’s personal in-
formation, have led to increased dangers
in the sphere of collection, profiling, and
surveillance of data. Informational privacy is

necessary to mitigate risks faced by individ-
uals both from states and non-state entities
able to exercise excessive power over person-
al information. It should be pointed out that
the normative basis of modern legislation is
formed according to data-protection princi-
ples of autonomy, self-determination, digni-
ty, and consent. This idea becomes relevant
especially while considering the peculiarities
of geneticinformation.

Genetic Privacy as an Extension of Constitu-
tional Privacy Protections

Ceneticinformation is distinct from other
personal information due to its lasting
nature, predictive potential, and intrinsic
familial dimension (Nakta, Dahiya, 2024).
Since, unlike other forms of information,
genetic information can reveal past and
future medical information, familial rela-
tionships, ancestral heritage, and inherited
characteristics, it involves not only person-
al but also familial and intergenerational
privacy issues. From the standpoint of con-
stitutional law, there are worries about in-
formational autonomy, bodily integrity,
dignity, and decision-making liberty in re-
gard to the unlicensed harvesting, use, dis-
closure, and commercialization of genetic
information.

The above-mentioned worries apply specif-
ically to genomic information collections, ge-
nomic research, direct-to-consumer testing
services, and precision medicine programs.
Therefore, the constitutional doctrines of in-
formational, autonomy, and human dignity
recognized by the Supreme Court may be inter-
preted as encompassing genetic information.

° People's Union for Civil Liberties ... vs Union Of India (Uoi) and Anr. on 18 December, 1996. Available at:
https://indiankanoon.org/doc/31276692/?utm_source=chatgpt.com
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Genetic Information and India’s Emerging
Data Protection Regime

Whereas the constitutional law on privacy
constitutes the basis for the protection of ge-
neticdatain India, the regulation of personal
data protection is governed under statute
law. The recent passage into law of the Digi-
tal Personal Data Protection Act, 2023, marks
a milestone for the regulation of digital per-
sonal data in this country. The Act provides
a comprehensive legal framework for the col-
lecting, processing, storage, and transmis-
sion of personal data. Even though the Act
does not make any specific mention of genet-
ic data as a specific kind of personal data, its
scope of application to genomic data in var-
jous activities such as biomedical research,
genetic analysis, personalized medicine, and
large-scale genomic databases is clear. For
this reason, it becomes crucial to analyze
the Digital Personal Data Protection Act
in order to establish whether India’s present
data protection regime can protect genetic
data in a world increasingly driven by data
and genomic sciences.

Applicability of the Digital Personal Data
Protection Act, 2023 to Genetic Information
Personal Data, as per Section 2(t) of the Act,
means any data about an individual who can
be identified by or from such data. Since
genetic data consists of unique biological
information that can be used to distinguish
between individuals, genomic data falls
within the scope of personal data (Hanspal,
2025). This is particularly significant given
the growing role of genomics in healthcare,
medical research, precision medicine, and
direct-to-consumer genetic testing. Genomic
datasets are highly sensitive, as they contain
information relating to medical conditions,
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disease risks, ancestry, and biological rela-
tionships.

The application of the DPDP Act to genetic
data is therefore important in ensuring that
genomic information is collected and pro-
cessed under legally binding rules. However,
the Act adopts a technology-neutral and cat-
egory-neutral approach. Unlike the European
Union’s General Data Protection Regulation
(GDPR), which expressly recognizes genetic
data as a special category of personal data
requiring enhanced protection, the DPDP Act
does notdistinguish geneticinformation from
other forms of personal data (Regulation (EU)
2016/679, Art. 9(1)). Consequently, genomic in-
formation remains regulated under the Act’s
general data protection framework.

Consent and Processing of Genetic Data

The concept of consent is key to the re-
gime created under the Digital Personal Data
Protection Act, 2023. Consent must be free,
specific, informed, unconditional, and unam-
biguous. Further, Data Principals should be
properly notified about the kinds of personal
information to be processed, the purposes
of processing, and their rights under the Act.
These requirements reflect the principles
of informational autonomy and self-determi-
nation recognized inJustice K.S. Puttaswamy
(Retd.) v. Union of India (2017).

The importance of informed consent is
even greater when personal information re-
lates to genetic data. Genetic information is
permanent and may reveal not only current
health status but also future disease risks
and familial relationships.

These characteristics make informed con-
sent particularly challenging. For example,
participants in genomic research may con-
sent to the collection of their genetic infor-
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mation for a specific project without being
aware of subsequent uses, further processing,
data sharing, or cross-border transfers. Re-
cent scholarship has therefore emphasized
the importance of dynamic consent models
capable of adapting to the evolving nature
of genomic research. While the inclusion
of informed consent provisions in the DPDP
Act is an important achievement, their prac
tical application remains controversial.

Obligations of Data Fiduciaries

One of the key provisions of the Digital
Personal Data Protection Act, 2023, is a set
of data-related rights designed to provide
individuals with greater control over their
personal information. Under the DPDP Act,
the Data Principal has important rights, in-
cluding the right to obtain information about
personal data processing, the right to correc
tion and erasure of personal data, the right
to file complaints, and the right to nominate
a person to exercise these rights in the event
of death orincapacity.

The significance of these rights becomes
more pronounced in the case of genomic
data. A patient has the right to know how
genetic data are collected, processed, and
shared by hospitals, research organizations,
genetic testing agencies, or biotechnology
companies (Dove et al, 2022). The rights
to correction and erasure also provide data
subjects with a degree of control over their
personal information.

Individual rights relating to genomic data
are complemented by the duties of Data Fi-
duciaries. Under the Act, Data Fiduciaries
must ensure lawful data processing, provide
adequate notice, implement reasonable se-
curity measures, and promptly report data
breaches. Given the implications of genomic

data for healthcare, insurance, employment,
and familial relationships, compliance with
these obligations is particularly important.
Together, the rights of Data Principals and
the duties of Data Fiduciaries form the le-
gal basis for protecting genetic information
in India. Although the Act does not specifi-
cally regulate genomic data, its rights-based
approach provides an important legal frame-
work for addressing privacy, transparency,
accountability, and informational autonomy.

Biomedical Governance
and the Regulation of Genomic Research
Though  constitutional  jurisprudence
on the issue of privacy and data protection
laws are key legal instruments that help
protect genetic information, the governa-
nce of genomic information involves other
factors that extend beyond privacy laws.
The generation, storage, and usage of genetic
information takes place within institutions
such as biomedical research laboratories,
hospitals, genomics databases, and genom-
ics technology projects. Within the Indian
context, the governance of genomic research
involves not only data protection and ethi-
cal guidelines but also various regulations
related to clinical research and genomics
programs initiated by the government. Con-
sequently, a critical analysis of the regulation
of biomedical research and genomic technol-
ogies in India becomes necessary.

Ethical Stewardship
of Genomic Research Governance

Ethical governance of genomic research
in India has been mainly influenced by
the National Ethical Guidelines for Biomed-
ical and Health Research Involving Human
Participants issued by the Indian Council
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of Medical Research (ICMR) in 2017. The Guide-
lines provide the primary ethical framework
for biomedical research involving human par-
ticipants and have growing relevance to ge-
nomic studies, biobanking, and the collection
and use of genetic data. Reflecting advances
in genomic technologies and data-driven bio-
medical research, they expanded their scope
to cover research involving biological materials,
biobanks, datasets, and genomic technologies.
The principle of respect for persons, which
liesatthe core of the Guidelines, encompasses
informed consent, personal autonomy, priva-
cy, confidentiality, and additional protections
for vulnerable groups (Indian Council of Med-
ical Research, 2017). In genomic research,
informed consent is particularly important
because genetic information may affect not
only participants but also their biological
relatives. Researchers are therefore required
to inform participants about the purpose
of the study, potential risks and benefits, fu-
ture use of biological materials, data sharing,
and confidentiality measures. The Guidelines
also recognize that genetic information may
reveal sensitive information about partici-
pants, their relatives, and even communities.
An important aspect of the Guidelines is
their regulation of biobanks and biological re-
positories. They establish ethical standards for
the collection, storage, transportation, and fu-
ture use of biological samples and associated
data, while emphasizing confidentiality, com-
munity participation, benefit sharing, and re-
sponsible dissemination of research findings
(Balagurunathan, Sethuraman, 2024).

Regulatory Oversight of Gene Therapy
and Genetic Innovation

The emergence of gene-editing technol-
ogies and gene-based therapies has cre-
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ated new opportunities for the treatment
of previously intractable genetic disorders.
At the same time, these technologies raise
complex ethical, scientific, and regulatory
issues, including safety, efficacy, long-term
health effects, and the potential misuse
of genetic interventions. In response, the In-
dian Council of Medical Research (ICMR), to-
gether with the Department of Biotechnolo-
gy (DBT), published the National Guidelines
for Gene Therapy Product Development and
Clinical Trials (2019).

The Guidelines establish the regulatory
framework for the research, development, eva-
luation, and clinical application of gene ther-
apy products in India. They cover preclinical
research, clinical trials, ethical review, risk as-
sessment, patientsafety, and post-trial follow-up.

An important element of the Guidelines is
the protection of human participants. Given
the potential for irreversible effects of gene
therapy, researchers and sponsors must en-
sure strict compliance with safety standards
before clinical application. The Guidelines
also distinguish acceptable applications
of genetic modification from ethically unac
ceptable practices, thereby shaping India's
regulatory approach to gene therapy.

National Genomics Programs
and Architecture of Data Governance

The field of genomics in India has made
great progress due the emergence of many
genomics projects within the country that
seek to promote biomedical research and
precision medicine studies. Some of the most
important projects are those whose signifi-
cance in the governance of genomics in India
is already widely recognized. For example,
the Genome India Project, which seeks to con-
struct a reference genome of India, was able
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to gather 20,000 biological samples from
83 communities to achieve the whole-genome
sequencing 0f10,000 people.

The scientific relevance of such programs
lies in their capacity for increasing knowledge
of genetic variants among specific populations,
improving disease prediction and developing in-
dividualized treatment and therapy for patients.
In the past, there has been an uneven distribu-
tion of people participating in global genomics
databases with the result that most data were
related to people of European origin only. As
a result, there were considerable knowledge
gaps about other groups, including those resid-
ing in South Asia. Through the establishment
of the Genome India Project, scientists will be
able to gather genetic information that corre-
sponds to the highly genetically diverse popula-
tion of India.

Despite their high scientific potential, huge
genomic databases raise serious governance is-
sues regarding privacy, confidentiality and data
security, including the obtaining of informed
consent and data exchange across borders (Bar-
man, Sarmah, 2025). Building large genomic
databases requires special governance mech-
anisms concerning data collection, processing,
de-identification, and further analysis. This
problem becomes crucial due to the unique and
irrevocable nature of geneticinformation, which
may indicate some details about the data sub-
ject’s biological relatives and offspring. There-
fore, any governance of genomic databases
should include data protection norms, ethics,
and responsibility.

International standards and
comparative regulatory approaches
UNESCO International Instruments

The first of these three successive UNESCO
documents establishes the framework for

the international norms governing genetic
data, each document providing a progres-
sively more detailed articulation of the ethical
and legal responsibilities of member states
as genome science developed.

The Universal Declaration on the Human
Genome and Human Rights (1997) is the first
international attempt to control the linkage
between genetics and human rights. The Dec
laration, unanimously adopted by UNESCO’s
General Conference and endorsed by the Unit-
ed Nations General Assembly in 1998, de-
scribes the human genome as “the heritage
of humanity”. Against this background, it
condemned practices which are “contrary
to human dignity”, such as germ-line inter-
ventions and reproductive cloning (UNESCO,
1997, Arts. 1,11, 24). Most importantly, Article
6 prohibits discrimination on the basis of ge-
netic characteristics, which violates human
rights and fundamental freedoms. However,
this provision is a normative standard that is
yet to be adopted in full by many national le-
gal systems, including India.

The International Declaration on Human
Genetic Data, which was unanimously ad-
opted at UNESCO’s 32nd General Conference
on 16 October 2003, is the most comprehen-
sive international document specifically relat-
ed to the collection, processing, storage, and
use of human genetic data (UNESCO, 2003).
The Declaration lays out a number of require-
ments, including informed consent, confi-
dentiality, data subject access, nondiscrimi-
nation, and benefit-sharing, mandating that
states ensuring compliance be supervised by
independent, multidisciplinary, pluralist eth-
ics committees (UNESCO, 2003, Arts.). 8, 14,
19, 22). The “special status of human genetic
data” (1(b) of the article), understood in terms
of its particular sensitivity, its potential
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to affect other family members and de-
scendants, and its capacity to predict future
health states, clearly acknowledges the is-
sues that have been on the agenda of domes-
tic lawmakers (immutability and issues re-
lated to family members and descendants).
However, unlike the GDPR, the Declaration
does not establish individual rights; the fact
thatthe Declarationis a “soft law” instrument
does not mean that compliance is a mat-
ter of choice, but rather that many member
states have yet to implement the Declaration
into domestic law (Feeney, 2024).

The Universal Declaration on Bioethics
and Human Rights (2005), which broadened
the scope of the UNESCO to include bio-
medical research as a whole, emphasized
the importance of human dignity, autonomy,
benefit to the individual or the community,
and non-maleficence (UNESCO, 2005, Arts.
3-8). While it is less specific to genetic data
than the Declaration of 2003 is, it offers in-
terpretive guidance to reading the consent
and privacy obligations of all three instru-
ments.

As a Member State of UNESCO, India has
political and moral commitments under
all three instruments. However, the imple-
mentation gap remains significant: the DNA
Technology (Use and Application) Regula-
tion Bill, 2019, which failed to become law,
did not reference the UNESCO Declaration
on Human Genetic Data; there is no mention
of it in the Digital Personal Data Protection
(DPDP) Act, 2023; and no subsequent leg-
islation has been proposed to domesticate
the obligations under the Declaration. This
creates a legal lacuna between India’s inter-
national obligations and its internal legal
framework, which is directly addressed by
the recommendations in the article.
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European Union

The GCeneral Data Protection Regulation
(Regulation (EU) 2016/679) (GDPR) is the most
architecturally complex data protection re-
gime for genetic data that is in effect any-
where today. While it does not purport to be
directly applicable to the Indian regulatory
context, it serves to provide categories for
the regulatory debate, whose lack of rep-
resentation in India’s Digital Personal Data
Protection Act (DPDPA), 2023, is the essence
of the present work’s normative critique.

Article 9(1): The Special Category
Prohibition

The processing of genetic data, as defined
in Article 4(13) as “personal data relating
to the inherited or acquired genetic char-
acteristics of a natural person which give
unique information about the physiology or
the health of that natural person and which
result, in particular, from an analysis of a bio-
logical sample from the natural person con-
cerned,”is subjectto a prima facie prohibition
under Article 9(1). Since this is a general pro-
hibition, processing is only lawful if the con-
troller is able to specify a valid exception
under Article 9(2). This default-prohibition
structure is superior to that of the DPDPA,
which is consent-centric and opt-in, because
it places a burden on the data controllers
tojustify data processing ex ante, rather than
it being justified if the data principal has not
objected.

The ten exceptions in Article 9(2) include
explicit consent, vital interests and public
health and scientificresearch. Article 9(2)(j) is
the most operationally relevant exception for
geneticresearch, duetoits provision allowing
processing for “historical, scientific and sta-
tistical purposes or for the purpose of the ar-
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chiving of information in the public interest”.
While the consent framework in the DPDPA
(Regulation (EU) 2016/679, Art. 6, 9(2)) re-
quires controllers to establish only a lawful
basis, a dual layer analysis is required when
it comes to Article 9(2) exception. The dual
layer analysis is required for controllers when
applying Article 9(2) exception, but not when
applying Article 6 on a lawful basis (Peloguin
etal., 2026).

Article 89: Research Derogations
and Safeguards

Subsequent to this, Article 89 of the GDPR
allows member states to derogate from var-
jous data subject rights, such as the rights
to access, erasure and portability, as long as
“appropriate safeguards” are in place (Regu-
lation (EU) 2016/679, Art. 89(1)). The GDPR,
which does not contain a prescriptive list
of the safeguards, but rather “any safeguards
necessary to ensure respect for the princi-
ple of data minimization”, includes at least
pseudonymization where feasible (Regula-
tion (EU) 2016/679, Art. 89(1)). The resulting
uncertainty in regulation has been signaled
in the academic literature, as the concept
of pseudonymization does not necessarily
preclude re-identification; thus, the question
of what constitutes “appropriate safeguards”
in the context of WGS is a normative one that
has notyet been resolved (Dove et al., 2022).

The European Data Protection Board
(EDPB) has already issued several guidelines
on the issue, the latest being the Guidelines
on consent and scientific research, while
the 2026 draft Guidelines on the processing
of personal data for scientific research pur-
poses followed. The 2026 Cuidelines state
that broad consent for future research that
has not been specified at the time of data

collection may be permissible in cases when
the research question cannot be defined
at the time of collection with the caveat that
this must be carried out within the frame-
work of robust governance accompanied by
clear communication with participants (Pelo-
quinetal, 2026). The Guidelines use the term

“almost always” when referring to the require-

ment for a Data Protection Impact Assess-
ment (DPIA) under Article 35 in the context
of research using Al, or processing of large
genetic datasets (Peloquin et al., 2026).
While not binding in India, these EDPB posi-
tions represent global best practice suitable
for use as a yardstick in India’s DPDP Act re-
search exemption of Section 17(2)(b).

Article 9(4): Member State Augmentation

Article 9(4) provides member states with
the power to “maintain or introduce addi-
tional requirements, including limitations,
with respect to the processing of genetic
data, biometric data or health data” Some
EU member states have already used this
power, such as France, where the hosting
of health data must be certified, and Ger-
many, where the hosting of health data in an
employment context is added. The CDPR’s
design, in this case, is therefore a regulato-
ry floor, not a ceiling; a design principle that
could be incorporated into India’s genetic
research legislation to allow states with large
biomedical research ecosystems, such as
Tamil Nadu or Maharashtra, to complement
a national genetic data protection law.

Institutional Enforcement

Enforcement of GDPR relies on an indepen-
dent supervisory system, consisting of Data
Protection Authorities (DPAs) in each mem-
ber state working alongside a coordinating
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body, the European Data Protection Bureau
(EDPB). Violations of Article 9 are to be sanc
tioned atthe higherlevel, up to EUR 20 million
or 4% of global annual turnover, Art. 83(5)).
The GDPR is thus a quadripartite system
of substantive protection, procedural protec-
tion, institutional review and deterrent en-
forcement, which the Indian DPDP Act only
partially emulates.

United States

In the United States, genetic data protec-
tionis notaddressed in a holistic manner, but
rather primarily from an anti-discrimination
perspective. In 2008 the Genetic Information
Nondiscrimination Act (GINA) was passed,
banning the use of genetic information
in two particular ways: in health insurance
underwriting (Title ) and in employment de-
cisions (Title I) (Genetic Information Nondis-
crimination Act, 2008, Pub. L. 110-233).

Scope and Operation

Title | bans health insurance discrimina-
tion based on an individual’s genetic infor-
mation in determining eligibility, in setting
premiums and in imposing pre-existing
condition exclusions. Employers, employ-
ment agencies, labor organizations and
training programs are prohibited from
considering the genetic information of any
individual in their hiring, firing, compensa-
tion, or establishing terms and conditions
of employment. GINA broadens the defini-
tion of genetic information to encompass
family health history, the manifestation
of disease in family members, as well as
the genetic tests conducted on a family
member, a dimension of genetic data that is
not always covered by data protection laws
(GINA, 2008 § 201(4)].
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Structural Limitations

The sectoral nature of GINA, although
innovative when it was enacted in 2008, is
seriously flawed and in some ways has re-
stricted the scope of its application as a mod-
el for modern Indian legislation. First, GINA
explicitly excludes life insurance, disability
insurance, and long-term care insurance
from its scope; this is particularly import-
ant because the Indian insurance industry
has not yet engaged in genetic risk profiling,
and so is vulnerable to the kind of actuarial
discrimination that GINA is supposed to pre-
vent, and which it does permit. Second, GINA
includes an exception from the requirement
for mandated disclosure for employers who
wish to use a “wellness program” to request
disclosure of genetic information with writ-
ten consent (GINA § 202(b)(2)), which critics
argue leads to a coercive disclosure environ-
ment for employees. Third, GINA, as a single
anti-discrimination law, does not mandate
that genetic data be collected, stored, or
used for secondary purposes functions that
are imperfectly provided for by the Health
Insurance Portability and Accountability Act
(HIPAA) Privacy Rule and, in the case of fed-
erally-funded research, by the Common Rule
(45 C.FR. Part 46).

State-Level Supplementation

GINA’s inadequacy in addressing the issue
at the Federal level has led to a significant
amount of state-level legislation. California’s
Confidentiality of Medical Information Act
(CMIA) also provides genetic protections for
life insurance and disability insurance, while
lllinois’ GeneticInformation Privacy Act (GIPA)
does the same for group life insurance, and
several states have laws that provide genetic
protections for direct-to-consumer genetic
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testing data. While highlighting the need
for a unified approach to genetic privacy,
this patchwork approach also demonstrates
the regulatory burden and overlap in protec-
tion that can be created by piecemeal legis-
lative responses, lessons which India should
learn to internalize for its own benefit by
having a more streamlined federal approach
to genetic privacy.

United Kingdom

The UK has built up a genomic data gover-
nance ecosystem which is unique in its focus
on institutional design, multi-level consent
structures, and the co-articulation of re-
search aspirations and public trust. The regu-
latory architecture is based on the Data Pro-
tection Act 2018™ (incorporating UK CDPR),
the Human Tissue Act 2004, and a set of sec-
tor-specific ethical governance structures
created by NHS England and Genomics En-
gland.

The UK Biobank, which was launched
inthe UKin 2006 as a large-scale biomedical
resource of genetic and lifestyle data from
500,000 volunteers, is the world’s benchmark
for population-level genomic governance.
Its ethical architecture is based on three
principles: a broad consent framework that
is collected at enrolment; an independent
Data Access Committee (DAC) that reviews
every research proposal in accordance with
a standardized set of criteria covering scien-
tific merit, public benefit, and minimization
of data; and contractual data sharing agree-
ments that ensure that data are used only
for purposes approved by the Data Access
Committee, that do not attempt to re-iden-
tify participants, and that involve returning

data to UK Biobank at project completion.
The DAC model separates the consent pro-
cess (which is done once at enrolment) from
the access process (which is done on a case-
by-case basis for each research request), and
allows secondary use of genetic data without
necessarily asking the participant to re-con-
sent, while still affording independent gover-
nance oversight. The “trustee model” of data
governance has gained considerable support
in the scholarly literature as an alternative
toopt-in or opt-outin cases where uses of data
forfuture researchare notspecified atthe time
of data collection (Dove et al., 2022).

Genomics England and the 100,000
Genomes Project

The 100,000 Genomes Project was
launched by Genomics England in 2012 and
completed in 2018, in which 100,000 ge-
nomes from National Health Service (NHS)
patients with rare diseases and some cancer
types were sequenced. The consent structure
for the project s tiered; in consenting to their
data being used for broad genomic research,
individuals participating in the project have
the option to allow their data to be used for
further research (genomics research that
goes beyond clinical care) with the potential
to withdraw at any time without impacting
clinical care (consent to further research),
and the potential to withdraw from the pro-
gram at any time without impacting clinical
care (broad genomic research). There are
governance issues over the control of data,
particularly with the NHS Genomic Med-
icine Service (CMS), which was created
in 2018 and has since introduced genomic
sequencing into clinical pathways. There are

° Data Protection Act 2018. Available at: https://www.gov.uk/government/collections/data-protection-act-2018
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governance issues over the control of data —
in particular with the NHS Genomic Medicine
Service (GMS), launched in 2018, which has
integrated genomic sequencing into routine
clinical pathways — creating issues of data
governance that sit between clinical records
(which are governed by the Data Protection
Act 2018) and research data (which are gov-
erned by the UK GDPR Article 89 derogations).
The MHRA and NHS England have worked
together to provide guidance on the use
of genomic data for both clinical and re-
search purposes, separating each purpose
and ensuring that research-purpose process-
ing meets the Article 89 safeguard require-
ments, which India’s institutions (the Indian
Council of Medical Research and the Central
Drugs Standard Control Organization) have
not followed.

Human Tissue Act 2004 and Data
Protection Act 2018

In England, Wales and Northern Ireland,
the Human Tissue Act 2004 governs the tak-
ing, holding, using, and destroying of human
tissue, which includes tissue samples for ge-
netic processing. In providing for a licensing
regime for tissue banks, the Act specifies
“appropriate consent” for each of the various
categories of use (Human Tissue Act, 2004,
Sch. 1). Most significantly, the Act provides
forenforceable offences for the use of tissues
without proper consent, a criminal law safety
net which is missing from the Indian frame-
work in which the guidelines of the ICMR are
voluntarily enforceable. The Data Protection
Act 2018 builds on the UK GDPR with sec
tor-specific provisions, such as Schedule 1,
Part 1, which defines “research, public inter-

est, or official functions” as one of the large
publicinterests for processing special catego-
ry data, which includes genetic information
(Data Protection Act 2018, Sch. 1, Part 4).

Comparative analysis

The above analysis of international instru-
ments and comparative jurisdictions leads
to the following five structural lessons of im-
mediate relevance for India’s legislation.

First, the architecture of Article 9 of
GDPR clearly demonstrates that the protec-
tion of genetic data requires a special status
for the data as a special category, which, by
default, should be subject to a prohibition
on processing unless specific legal grounds
are given. Genetic data (including genom-
ic and proteomic data) should be includ-
ed in an express special category schedule
of the DPDP Act for India, where consent
should be especially informed. DPIAs must
be conducted before processing, and inde-
pendent ethics committees must oversee
the processing of such data. In the absence
of genetic-specific provisions, a general
data protection statute leads to compliance
fragmentation. Singapore’s parallel failure
to set up a special category framework under
the PDPA, and the reliance on the HBRA as
a gap-filling mechanism, is a good illustra-
tion of this argument.

Second, Indian law contains no provisions
comparable to those of GINA, creating a sig-
nificant normative gap. An “India-GINA” that
extends protection to health insurance, life
insurance, and employment, while address-
ing GINAs limitations regarding long-term
care insurance and disability insurance,
would facilitate the domestic implemen-

"the Human Tissue Act 2004. Available at: https://www.legislation.gov.uk/ukpga/2004/30/part/1
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tation of the non-discrimination principles
enshrined in the UNESCO Declaration on Hu-
man Genetic Data (2003) and the equality
guarantees implicit in the Puttaswamy pro-
portionality framework.

Third, the HBRA biobank governance
model that features mandatory IRB approv-
al, statutory licensing of tissue banks, inde-
pendent data access committees, technical
access controls and a prohibition on re-iden-
tification offers an operational institution-
al blueprint to India’s proposed National
Biobank and Genomic Data Regulatory Au-
thority. The current governance mechanism
of the Genomelndia Project, which rests
onvoluntary ICMR guidelines and involves no
statutory obligations, is clearly inadequate.

Fourth, the combination of the UK Bio-
bank DAC model and the NPM governance
architecture in Singapore'? provides an ex-
ample of a broad consent collected at enrol-
ment that can be aligned with responsible
secondary use through independent ac-
cess oversight by criteria. The prospective
nature of longitudinal genomic research is
not captured by the consent framework es-
tablished in India, which is based on the re-
quirement for “free, specific, informed, un-
conditional, and unambiguous” consent
in the DPDP Act, and thus should be sup-
plemented by dynamic consent mechanisms
proposed in the recommendations set forth
in this article.

Fifth, the successive instruments of UNE-
SCO show that the international community
has been aware of the particular dangers
of genetic data since 1997, almost 30 years

before the enactment of the DPDP Act. In-
dia’s continued failure to implement the prin-
ciples of the Declaration through dedicated
legislation does not just imply a lack of legal
formality; rather, it has also been a regula-
tory stance that has favored the scientific
utilization of the immense genetic diversity
of India over the legal protection of the peo-
ple who represent India’s diversity.

Key Legal and Ethical Challenges
Informed Consent

While consent lies at the heart of data pro-
tection law, its application to genetic data
exposes fundamental conceptual inadequ-
acies in India’s existing framework. The Digi-
tal Personal Data Protection Act, 2023 (herein-
after “DPDP Act”) defines valid consent as

“free, specific, informed, unconditional, and

unambiguous” (Digital Personal Data Pro-
tection Act, 2023, s. 6). This formulation,
borrowed largely from the GDPR, does not
really fit the research context. A person who
agrees to have their genome sequenced
to study heart disease cannot really anti-
cipate that the same data might be used later
for pharmacogenomic drug trials, ancestry
profiling, or machine learning-based disease
prediction, applications that are not merely
unforeseen, but may not yet exist at the time
of consent (Tavani, 2004). The problem that
emerges here is not so much to do with
the process itself as with how we think about
it: informed consent assumes we can know
and tell people about uses of their data.
In practice, genomic research often makes
this impossible.

2 Agency for Science, Technology and Research. National Precision Medicine (NPM) programme. Genome
Institute of Singapore. Available at: https://www.a-staredu sg/gis/our-science/precision-medicine-and-

population-genomics/npm
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The traditional way of getting consent
for an event is not compatible with biobank
research that goes on for decades and uses
genetic samples many times (Kaye, 2012).
The Indian Council of Medical Research
(ICMR) National Ethical Guidelines for Bio-
medical and Health Research (2017) partially
acknowledge this by introducing “broad con-
sent” as a mechanism for biobank research
which permits consent for an undefined
range of future research within a specified
domain (Indian Council of Medical Research
[ICMR], 2017). The broad consent model,
then, represents a compromise arising from
the conflicting demands of ethics review
boards, which often prefer case-by-case
consent, and the practical need for the long-
term access to data afforded by large-scale
population genomics, for which continuous
re-consent is scientifically impractical (Knop-
pers, 2010). The problems inherent in this
broad consent model in terms of the solution
it presents to the aforementioned tension
may allow it to act less as an affirmation
of autonomy and more as a carte blanche
waiver of individual rights, especially when
the subject is lacking the necessary scientific
and digital literacy skills with which to fully
comprehend the implications of broad con-
sent (Tavani, 2004).

Responding to exactly these problems,
the more complex system of dynamic con-
sent has arisen. Dynamic consent systems
enable research subjects to maintain and
update their preferences regarding the use
oftheirdata usingdigital interfaces, receiving
information about new uses as they become
available, and potentially withdrawing their
consent for some projects, while remaining
a participant in others (Kaye, 2012). An ap-
propriate response to the crisis of governance
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in genomics will not be to make modifica-
tions to existing frameworks of consent, but
rather to develop a system of “e-governance”
that includes technological tools to facili-
tate compliance together with legally robust
forms of accountability designed to operate
on the global scale at which genomics data is
increasingly being shared.

The DPDP Act contains no such provisions
as dynamic consent, while the DPDP Rules,
2025 do not establish it even for any category
of sensitive data. The lack of it is of particu-
lar concern given India’s stated goals under
the Genomelndia Project, which seeks to se-
quence 10,000 Indian genomes to conduct
population level research.

A survey of 10,881 adults in Japan found
that individuals expected much higher pro-
tections in place if their genetic and clini-
cal data were to be shared along with their
family members’ data than if it was only
individual data sharing (Takashima et al,
2018). The study is based on an intuitive, yet
complex, concept: genetic data has inherent
familial privacy implications. That is, the se-
quencing of one person’s genome simultane-
ously provides probabilistic health data, fa-
milial information, and lineage information
about the biological relatives of the individ-
ual sequenced, who may have not given their
consent to any research involvement (Nav-
eed et al, 2015). The Indian approach is ill-
equipped for the problem, in that it does not
even acknowledge genetic data as a unique,
sensitive category under the DPDP Act.

Specific threats associated with the chal-
lenge of re-identification include attacks
via pseudo-anonymized sequences, attacks
exploiting phenotype inference via aggre-
gated GWAS data, and “kin privacy breaches”
in which a shared genome of a non-consent-
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ing relative is reconstructible through linkage
disequilibrium given the genome of a relative.
Suchattacksare notjustspeculative. Gymrek et
al. (2013) found they could re-identify individu-
als through supposedly anonymized genomic
datasets by using the relationship between
Y-chromosome markers and genealogical da-
tabases. The consequences of this finding for
India are clear. If anonymized genomic data
cannot be safely de-identified, then a frame-
work like that set out in the DPDP Act, which
specifically excludes anonymized data from
its ambit as “personal data”, will be of little
value to researchers — and more importantly
to individuals — conducting genetic research.

Lastly, although the DPDP Act states an
individual has the right to withdraw con-
sent (s6(4)) once their genetic data has be-
come a part of a combined data set, has
been fed through training a computational
model, or been given to an international re-
search consortium, it may be impossible for
them to achieve that right. Ensuring that an
individual is completely withdrawn from
research is one of three problems, the other
two being ensuring anonymity and provid-
ing sufficient information for the informed
consent process. That the withdrawal of one
family member’s data from a familial study
may weaken the scientific utility of the data-
set may produce institutional pressure not
to withdraw. The DPDP Act lacks a provision
to deal with withdrawal in situations such as
these; moreover, there is no provision for re-
dress if withdrawal isimpossible.

Storage, Retention, and Security
of Genetic Information

A general duty not to retain personal data
longer than is necessary for its purpose
of processing has been imposed upon data

fiduciaries by the DPDP Act (s. 8(7)). No time
limit for storage of genetic data is defined
in the DPDP Act, while the DPDP Rules,
2025, contain no sector-specific clauses
for genomic datasets, a situation contrary
to the position under the GDPR, which has
dedicated guidance by the European Data
Protection Board on storage limitation
in the context of special category data, in-
cluding genetic data.

This lack of statutory limits for data reten-
tion in the context of genetic data is made
more acute due to the fact that a genom-
ic dataset is permanent and perpetually
of growing value. This factor is not adequate-
ly captured by general principles of data
minimization. Indeed, as Naveed et al. (2015)
observe, one of the six unique features of ge-
nomicdatais thatits information value never
declines; unlike blood pressure or glucose
readings, a genomic dataset archived for fif-
ty years holds the same information value
in relation to health predisposition, kinship,
or heritage as when it was created (Naveed
etal, 2015). Permanence is not merely a fact;
it is a matter for the law: a legal framework
treating the storage period of a genomic
dataset no differently from a transactional
one demonstrates a fundamental problem
in terms of understanding the specific nature
of the data.

The prospectivity of genetic data — rep-
resented by its capacity to yield previously
unknowable information as science advanc
es—means its retention does not necessarily
pose diminishing, but ever-increasing risks,
about which no provision of the DPDP Act or
the DPDP Rules, 2025, makes any mention.

Compounding these risks, there are no
legally mandated minimum-security stan-
dards for genetic data at Indian biobanks and
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genomic research institutions. While data
fiduciaries designated Significant Data Fidu-
ciaries are required to appoint DPOs and con-
duct DPIAs under the DPDP Act (s.10), these
criteria were widely defined and discretion-
ary, and itis questionable whether a majority
of genomic research institutions will qualify
on merevolume alone. The DPDP Rules, 2025
are not clearer in this regard.

Beyond issues of data security during re-
tention and transfer, the technical limitations
of anonymization additionally compromise
the security of stored genetic data. It has
been proven empirically that genetic data is
re-identifiable after purportedly anonymiza-
tion by comparing anonymized sequences
to publicly available genealogical data and
general demographicinformation (Gymrek et
al., 2013). This has a direct legal consequence,
which Indian law does not reflect; indeed, ge-
netic data cannot be fully anonymized, since,
unlike other medical data, itis a unique mark-
er pointing to a single individual. Claiming
that anonymized genetic data falls outside
the scope of data protection law is therefore
scientifically demonstrably false; neverthe-
less, the definitions of personal data and an-
onymization in the DPDPA ignore this. No
provision requires data fiduciaries to attempt
adversarial re-identification testing prior
to publishing research datasets.

This leads into a deeper problem with re-
gard to the GDPR’s right of erasure: the possi-
bility coexisting under the GDPR’s special cat-
egory protections of processing genetic data
for scientific research purposes and the exis-
tence of indefinite deletion rights means that
legal reasoning cannot find a way forward
on balancing the two. Where the CDPR’s
system is struggling to find adequate legal
pathways to balance these rights and inter-
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ests through the complex interplay of spe-
cial category data, derogations for scientific
research (Art. 89(1)), and guidance from su-
pervisory authorities, the Indian framework,
which does not even recognize genetic data
asadistinct special category of personal data,
struggles at a much more fundamental level.
The missing safeguards of data retention pe-
riod, security standards, and a scientifically
based anonymization doctrine need specific
legislative action, not the application of gen-
eral DPDP Act principles.

Genetic Discrimination

Of all the challenges identified in this
article, the absence of any anti-discrimina-
tion framework for genetic data is perhaps
the most consequential regulatory failure
in India’s current legal landscape.

Employment and Insurance
Discrimination

No Indian law, in the context of employ-
ment, prohibits an employer from asking for
the genetic information of a job applicant
or from using a candidate’s genetic predis-
position for a disease to make hiring/firing/
promotion decisions. The lack of a compre-
hensive regulatory framework to address
the issues surrounding genetic discrimina-
tion is all the more apparent in light of legis-
lative approaches that more mature jurisdic-
tions have adopted. The Genetic Information
Non-Discrimination Act (GINA) in the United
States prohibits employers from using gene-
tic information in employment decisions un-
der Title Il, along with a prohibition on health
insurers from using genetic information for
underwriting under Title | (Genetic Infor-
mation Non-Discrimination Act, 42 U.S.C.
2000ff, 2008). Canadian legislation criminal-
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izes the compelling of genetic test disclosure
as a pre-condition for receiving services or
goods (Genetic Non-Discrimination Act, 2017)
with criminal penalties reaching C$1 mil-
lion or 12 months imprisonment (Joly et al,
2020). The European Union’s Ceneral Data
Protection Regulation prohibits the process-
ing of genetic data unless specific conditions
are met, including explicit consent, while
the Council of Europe’s Recommendation CM/
Rec(2016)8 forbids insurers from demanding
genetic tests or from providing cover based
on disclosure of prior test results (Joly et al,
2020). No equivalent Indian statute or legisla-
tive measure exists to prevent either occupa-
tional or insurance genetic discrimination.

The clear danger this lack of protection cre-
ates is not hypothetical. Joly et al. (2020) note
that the first instances of genetic discrim-
ination, which occurred within the health
insurance and employment sectors, include
discrimination on the basis of the sickle-cell
trait status among potential insurance/job
applicants; moreover, in North America and
Europe, the passage of decades of multiple
legislative enactments has only led to partial
protection. As direct-to-consumer genetic
tests become more popular in the Indian
market and the results of research from
biobanks are more extensively used by ac
tuaries, insurers and employers will obtain
ever-increasing power to profile citizens ge-
netically without any legislative constraints.
The Insurance Regulatory and Development
Authority of India has not introduced any
binding guidelines with regard to the usage
of genetic information for insurance under-
writing, while the DPDP Act makes no specific
prohibition of the discriminatory use of sensi-
tive personal information in the insurance or
employment sectors.

Existing Indian constitutional law offers
some—albeitinadequate—protection. Article
14 (right to equality) and Article 15 (prohibi-
tion of discrimination) of the Indian Constitu-
tion applies to State action and not generally
to private parties. Additionally, genetic pre-
disposition is not a recognized classification
of discrimination under the constitutional
framework. While a 2018 decision by the Del-
hi High Court established that insurance pol-
icies cannot exclude coverage for genetic
disorders (M/S United India Insurance v. Jai
Parkash Tayal, RFA 610/2016, 2018, grounded
on a right to health argument derived from
Articles 14 and 21 of the Constitution), this
judgment was ultimately limited by the Su-
preme Court to public sector employees (M/S
United India Insurance Co. V. Jai Prakash Tay-
al, SLP 29590/2018, 2018). As Joly et al. (2020)
highlight in their global survey of genetic dis-
crimination legislation: “Reliance on general
privacy, disability or anti-discrimination prin-
ciples is always likely to create patchy and in-
complete protections since such general prin-
ciples were not drafted to cater to the specific
risk profiles posed by genetic information”.

Joly et al. (2020) demonstrate that the
piecemeal approach to genetic discrimination
in manyjurisdictions has failed to offer robust
protection even in the sectors of insurance
(particularly long-term care and life insurance)
and employment, noting that it has failed
to address various types of discriminatory
practices. In India, not even such an indirect
form of protection exists. This legislative
void allows for the expanding clinical and
commercial use of genomic data to proceed
inthe absence ofadequate legal mechanisms
to protect individuals from discrimination
based on it in two crucial sectors: insurance
and employment.
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Law Enforcement and the Criminal
Justice System

The DNA Technology (Use and Application)
Regulation Bill, 2019, which lapsed without
being legislated, envisaged the creation
of National and Regional DNA Data Banks
where indices on ‘crime scene” “suspects,’
“undertrials,” “missing persons,” and “volun-
teers” would be stored (Clause 25). In par-
ticular, the notion of an index on “suspects,”
allowing for the storage of DNA profiles
of individuals not convicted of an offense,
constituted a serious constitutional concern
under Articles 20 and 21 of the Constitution,
transgressing both the right against self-in-
crimination and the right to privacy identi-
fied in Puttaswamy.

The most structurally troubling is the pos-
sibility of familial DNA searches; a process
by which law enforcement agents use DNA
at the crime scene not to match the profile
exactly but partially with a database so as
to find a biological relative to the actual
offender. This technique, which has been
used extensively in many jurisdictions, has
faced much criticism for their dispropor-
tional impact on ethnic and racial minorities,
whose profiles disproportionately feature
in forensic databases (Greely et al, 2006).
In the Indian context, where caste and
tribal identities correlate with specific ge-
netic markers, such familial DNA searches
in the absence of a regulatory framework
carried the high risk of genetically reinforcing
caste-based surveillance.

Cross-Border Transfer of Genomic Data
and Data Sovereignty

The DPDP Act will allow free and easy
transfer of data internationally through wh-
itelisting, with the Central Government be-
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ing held responsible for notifying to which
countries personal data may be transferred
(Section 16). The issue with the white-list-
ing mechanism is that no parameters exist
to govern the whitelisting of countries, nor
is there any indication within the DPDP
Rules, 2025, concerning how they should
provide effect to the provisions of Section
16 and its complexities relating to sensitive
genomic data.

The potential threat of genomic data being
used to jeopardize national security should
not be underestimated. India’s vast and ge-
netically diverse population comprising over
athousand endogamous groups and sub-pop-
ulations representascientificresource of great
strategic significance. Unfettered access by
foreign entities to Indian genomic data en
masse could theoretically lead to the devel-
opment of drugs targeting certain ethnicities,
biological weapons targeting certain gene
compositions, or espionage conducted using
the data from surveillance of the population’s
genetic profiles. Fortunately, this aspect has
not been overlooked. China’s Human Cenetic
Resources Administration Regulations (2023)
adopt precisely the opposite approach, plac-
ing tight controls on exports of human genetic
resources data, and requiring governmen-
tal authorization for international transfer
of such data (Ministry of Science and Technol-
ogy of China, 2023). The Indian legislation has
not erected similar safeguards.

The contradiction between open science,
which highly advocates unfettered access
to and transfer of genomic data for inter-
national research, and the concept of data
sovereignty does indeed appear to pose
an intractable issue for Indian legislation.
A compromise, which, unlike China’s overly
restrictive policy, has already attracted crit-
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icism for impeding scientific collaboration,
can be achieved by introducing data protec-
tion impact assessments prior to the interna-
tional transfer of genomic data, permitting
the conditional rather than outright approv-
al of the transfer, and enacting binding data
governance agreements between interna-
tional research institutions. However, none
of these provisions were included in the cur-
rent Indian legislation.

Emerging Issues: Al, Algorithmic bias
and predictive genomics

The integration of ML and Al into genomic
research have thrown up qualitatively new le-
gal and ethical challenges, which the current
Indian law is inadequately prepared to meet.

The use of polygenic risk scores (PRS) — sta-
tistical models which combine multiple thou-
sands of genetic markers into a single value
predicting risk for complex traits such as 1Q,
educational outcomes, cardiovascular dis-
ease or psychiatric conditions — is already
widespread in clinical and commercial con-
texts (Khera et al., 2018). Their application
in insurance underwriting, employment pro-
filing, and education selection represents an
unprecedented form of discriminatory pre-
diction, since it predicts what individuals will
likely do and experience based on what their
genomes say and not on the consequences
of their past actions. However, India has so
far failed to provide any framework to regu-
late their use.

Theissuessurrounding algorithmicbias are
acutely relevant to India. Most PRS models
were trained primarily on data collected from
Caucasians, the majority ethnic group that
constitutes the bulk of genome data reposi-
tories worldwide (Martin et al.,, 2019). When
applied to Indian populations with their

uniquely diverse genetic background, which
has evolved over thousands of years of endo-
gamy and population stratification, it gen-
erates discriminatory predictions. This does
not provide evidence of malicious intent, but
does indicate a structurally ingrained flaw
in the data training mechanism that is prone
tomaking prejudiced classifications. The DPDP
act does not currently include any provision
mandating algorithmic audits for genomic Al
applications in India, let alone any other sec
tor-specific legislation for that purpose.

A different type of legal problem arises
in the form of the advent of genome editing
tools such as the CRISPR-Cas9 and other sim-
ilar technologies. Such technologies clearly
go beyond the boundaries of data protection
to enter into the realm of transgeneration-
al rights. Germline editing, which involves
making heritable genetic alterations to an
embryo, thus infringes on the genetic priva-
cy and autonomy of individuals who, since
they do notyet exist, cannot consent to these
changes. Indian legislation currently has no
specific rules about germline modifications,
the transmission of changes to later genera-
tions or the rights of children with genetical-
ly edited genomes. This legislative vacuum,
however, will not remain tenable with ad-
vances in the field.

Discussion
Genetic Privacy as a Fundamental Concern
The growth of genomic research has creat-
ed a tension between scientificadvancement
and privacy protection. Genetic information
is fundamentally different from ordinary
personal data because it cannot be changed
or replaced once exposed. A breach may cre-
ate lifelong consequences and affect multi-
ple generations.
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Adequacy of the DPDP Act, 2023

The DPDP Act represents an important
step towards protecting personal data in In-
dia. However, the Act, which was designed
as a general data protection law, does not
contain provisions specifically tailored to ge-
netic information. As a result, issues such as
genomic profiling, hereditary information,
genetic discrimination, and familial consent
remain inadequately addressed.

Problems with De-ldentification

The assumption that removing personal
identifiers is sufficient to protect privacy has
become increasingly questionable. Scientific
evidence demonstrates that DNA data can
often be re-linked to individuals through ad-
vanced computational techniques. Therefore,
traditional anonymization methods cannot
fully protect genetic information.

Risk of Genetic Discrimination

One of the mostsignificant legal concernsiis
thepossibilitythatemployers,insurers,orother
organizations may use genetic information
to make decisions regarding employment, in-
surance coverage, or financial benefits. Such
practices can create unfair disadvantages for
individuals, who merely possess a genetic
predisposition to certain medical conditions.

Community and Cultural Implications

India’s unique demographic structure in-
troduces additional concerns. Publication
of genetic information associated with spe-
cific communities may reinforce stereotypes,
encourage social stigma, or lead to discrim-
ination against vulnerable groups. Existing
consent mechanisms, which focus primarily
on individuals, do not adequately consider
collective privacy interests.
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India-Russia Cooperation
and Data Sovereignty

India and Russia share a common commit-
ment to protecting sensitive biological in-
formation. Their legal frameworks prioritize
data localization and sovereign control over
genetic resources. While this approach en-
hances security, it also creates barriers to in-
ternational scientific cooperation. Therefore,
innovative technological solutions are nec
essary for balancing privacy with research
objectives.

Importance of Privacy-Enhancing
Technologies

Federated learning, differential privacy,
and secure computation techniques provide
an effective middle path. These methods al-
low researchers to generate valuable insights
while ensuring that raw genetic information
remains within national borders. Such tech-
nologies may become central to future inter-
national genomic research frameworks.

The Conflict between state sovereignty
and international collaboration

The tightening legal landscapes in India
and Russia reveal a growing tension between
national data sovereignty and international
scientific advancement. While India relies
on the generalized, consent-driven archi-
tecture of the DPDP Act 2023, Russia treats
genomic data as a strict matter of national
security, governed by Federal Law No. 24-FZ
On State Genomic Registration, as well as
rigid data localization mandates under Fede-
ral Law No. 152-FZ. Furthermore, executive
initiatives like Russia’s Federal Research Pro-
gramme for Genetic Technologies (Presiden-
tial Decree No. 680) provide a direct sover-
eign parallel to the Genome India Project,
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demonstrating how both nations map their
populations’ DNA under entirely separate ad-
ministrative structures.

This hyper-focus on national oversight ex-
poses a shared legal gap: both countries heav-
ily prioritize state sovereignty and biosecurity
over individual civil protections against gene-
tic discrimination. Consequently, these strict
data borders create severe legislative bottle-
necks for international partnerships, as raw
genomic data can no longer be legally or phys-
ically shared across borders. This institutional
friction provides a powerful legal justification
for moving away from legacy data-transfer
models and shifting aggressively toward de-
centralized, privacy-preserving technologies.

Recommendations
Enact a Dedicated Genetic
Data Protection Law

India should introduce specialized legis-
lation specifically regulating the collection,
storage, processing, sharing, and deletion
of genetic information. Such legislation
should supplementthe DPDP Actand address
the unique characteristics of genomic data.

Introduce a Genetic
Non-Discrimination Act

A separate law should prohibit employers,
insurance companies, educational institu-
tions, and financial organizations from using
genetic information to discriminate against
individuals. This would strengthen constitu-
tional guarantees of equality and dignity.

Establish Community-Level
Consent Mechanisms

For research involving tribal populations,
indigenous groups, or genetically distinct
communities, ethical approval should in-

clude community consultation and collective
consent mechanisms in addition to individu-
al consent.

Strengthen Biobank Governance

National biobanks and genomic reposi-
tories should adopt advanced cybersecurity
measures, regular audits, encryption stan-
dards, and transparent accountability mech-
anisms to prevent unauthorized access.

Promote Synthetic Data Models

Researchers should be encouraged to use
synthetic datasets that replicate statistical
patterns without exposing real individuals’
genetic information. This would significantly
reduce privacy risks while supporting scien-
tific research.

Create Specialized Regulatory
Authorities

A dedicated genetic data protection au-
thority should be established to monitor
compliance, investigate breaches, and for-
mulate sector-specific guidelines.

Encourage Privacy-Enhancing
Technologies

Government agencies should actively pro-
mote federated learning, local differential
privacy, and secure multi-party computation
as standard practices for genomic research.

Strengthen India-Russia
Research Agreements

Future bilateral agreements should man-
date secure technological frameworks rather
than unrestricted data sharing. Research col-
laborations should rely on federated systems
that allow joint analysis while preserving na-
tional sovereignty.
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ImplementJoint Regulatory Audits
Compliance with privacy standards and
prevent misuse of genetic information.

Increase Public Awareness

Citizens should be educated about the risks
and benefits of genetic testing, informed
consent, and privacy rights. Public aware-
ness is essential for responsible participation
in genomic research.

Conclusion

With the fast-paced progress currently tak-
ing place in genomics and genetic engineer-
ing, immense opportunities are presented
in scientific development and medical care.
Nevertheless, the accumulation of genetic
material creates various legal and ethical
implications surrounding privacy, informed
consent, data protection, discrimination,
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